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Features and 
functionality

Masker@ works by creating email addresses which 
forward any emails they receive (except for spam and 
phishing) to your primary email address. You can 
deactivate or reactivate any of your addresses (aliases) at 
any time you want, as well as delete them completely.

This helps you remain anonymous online, prevent spam 
and save time – all with the convenience of a single 
inbox.



  

Privacy and 
security aspects

No activity logging
We don’t track your usage of 
the website and the emails we 
forward, such as clicks, opens 
and other actions.

Fully open-source
All source code of Masker@ 
can be found on GitHub. All 
third-party libraries and apps 
we use for development and 
hosting are open-source too.

No permanent storage
The emails forwarded through 
our systems are stored for a 
maximum of 1 day. Only your 
account information (login, 
password, user settings) and 
aliases are stored long-term.

We respect your privacy
The content of forwarded emails 
is recognized as confidential 
information which should never 
be viewed by anyone or exposed 
to anyone. View more details in 
our Privacy Policy.

Transport encryption
Data is encrypted with SSL/TLS 
when transferred between our 
servers. We also use SSL/TLS for 
communication with other 
providers’ mail servers when it is 
supported.

Third-party data 
processors
Your data is not shared with 
any third parties except for 
payment providers. Our 
Privacy Policy also prohibits 
selling your data to anyone.

https://www.masker.at/privacy


  

Contact us
General questions, billing and security:

support@masker.at

Questions about our Privacy Policy:
privacy@masker.at

Follow us on Twitter for product updates and 
useful content on online privacy:

@masker_at
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